
Koteswari S., IJSRR 2018, 7(4), 430-441 

IJSRR, 7(4) Oct. – Dec., 2018                                                                                                         Page 430 

 

  Research article           Available online www.ijsrr.org          ISSN: 2279–0543 
 

International Journal of Scientific Research and Reviews 
 

Emerging trends in Nanotechnology in Financial Fraud Protection for 

ATM/Smart Cards 
 

Koteswari S.
*
  

 

* Department of  ECE, DNR College of Engineering, & Technology Bhimavaram, Andhra Pradesh, India. 

Email: eshwari.ngr@gmail.com 

ABSTRACT 
Acknowledgment cards and money related data has turned out to be increasing in the present 

scenario. In any case, researchers are confident that another created nano unique finger impression 

can be implanted into cash, Visas, and contraptions that make it about difficult to fake an object. The 

execution of Robotized Finger impression Distinguishing proof Framework or Automated 

Fingerprint Identification System (AFIS) vigorously depends on how productively details are 

extricated. Most, if not all, AFIS look at particulars data, (for example, edge endings and bifurcation 

position) in type of sets of directions for confirmation or recognizable proof. Shockingly, look into 

on elective details extraction plans is rare. This paper, proposes the usage of the novel way to deal 

with unique mark acknowledgment in view of the extraction of particulars in type of roundabout 

strings, which are appropriate for rough roundabout string coordinating. Notwithstanding that, the 

proposed arrangement can distinguish the correct area and turn of the information unique mark 

paying little mind to its area on the sweep surface. This utilization of nanotechnology in charge cards 

can be recently the breakout and security for the individuals who are worried about their monetary 

strength and character theft. Using it is significantly more straightforward. You should simply put 

your approved finger on the sensor fix of the card while the installment terminal/machine requests 

your affirmation for the exchange that you are embraced. Not exclusively will this spare the banks 

who utilize it around the globe, a great many dollars however the shoppers who utilize it will be 

shielded from something other than monetary misfortune. They will likewise be shielded from 

wholesale fraud, which can run lives. The savvy metric framework that will be utilized as a part of 

these kind of cards, will be usable by over 90% of the universes ATM machines without rolling out 

any improvements.  
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INTRODUCTION 

Unique finger impression distinguishing proof and check frameworks are comprised of a few 

stages that can be sorted as the accompanying: unique finger impression picture securing, picture 

division and standardization, picture upgrade, edge introduction field (OF) estimation, include 

extraction and unique finger impression coordinating. A plan of such methods is appeared in Fig. 1. 

There additionally would be sub stages for each of the past strides of a unique mark 

acknowledgment framework. A standout amongst the most well-known sub stages is unique finger 

impression grouping. This sub stage helps recovering unique mark databases, i.e. it prompts an 

augmentation in the coordinating pace for a substantial scale unique mark database. In all unique 

mark distinguishing proof and all check frameworks, there is a fundamental stage known as 

coordinating. This stage assumes an essential part in finding a similar unique finger impression tests. 

Unique finger impression coordinating has been drawn closer from different methodologies, for 

example, picture based edge design based, point (details) based surface structure based as a factual 

approach and diagram based plans
1
. Among the whole unique mark coordinating strategies named 

here, details based approach is more solid and powerful and along these lines is more traditional. In 

any case, their exactness entirely relies upon the nature of unique mark pictures, with the goal that 

they can't endure a lot of nonlinear mutilation in the unique finger impression edge structures. Then 

again, all past coordinating procedures depend on unique mark edge introduction extraction. Unique 

finger impression introduction estimation gives essential data about edge and surface example of 

unique finger impression pictures. Truth be told, the right working of any unique mark 

acknowledgment framework depends certainly and expressly on the OF data. Numerous specialists 

in the field of unique mark acknowledgment frameworks, proposed assorted techniques for 

enhancing the precision and speed of unique finger impression ID, check and characterization, in all 

of which removing the edge introduction field of unique finger impression pictures have been 

utilized as the essential system .Additionally, as a result of its normal surface example the unique 

mark edge of can be seen. There are many purposes behind clarifying the degree use of Markova 

chains
2
in computerized flag and picture preparing. The coordinating methodology proposed in this 

paper utilizes an enhanced Well structure in view of unique mark Introduction Field (OF) around a 

reference point. The higher precision and strength of the proposed technique has been demonstrated 

by dependable assessment tests . 

Beforehand, a plenty of plans for ID, for example, learning based plans like passwords, 

Individual ID Number (Stick) and token based plans like travel permits, driving permit were utilized 

for recognizable proof purposes. In any case, with the development of the internet, the requirement 

for programmed individual recognizable proof has turned out to be basic. Uniquely with the 
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expansion of the dynamic idea of individual exercises, especially business and industry. 

Subsequently, biometric methods for accomplishing this has turned out to be transcendent.  

Biometrics needs to do with the measurements or factual examination of organic information which 

can be human qualities or attributes. Biometric identifiers are impossible to miss and exceptional to 

people; individual recognizable proof in view of biometric information offer the most exact methods 

for distinguishing proof, subsequently, among every single other type of biometrics, for example, 

eye, face, voice and discourse, the unique finger impression ID remains the most prevalent till date
3
. 

Fingerprints have given an immaculate methods for client validation and individual recognizable 

proof for quite a while, conceivably going back to the nineteenth century, when the records of 

unique mark points of interest of lawbreakers in Argentina were discharged. It has since a long time 

ago been embraced not only for law implementation purposes (criminology and police) yet 

additionally for business purposes like budgetary exchanges and most as of late, it is utilized as a 

confirmation strategy in cell phones and PCs. With respect to application, two sorts of unique finger 

impression acknowledgment frameworks exist ( recognizable proof and check). In the distinguishing 

proof framework, the inquiry unique mark is inputted and afterward coordinated against a processed 

rundown of put away fingerprints for likeness. For this situation, the yield will be justifiably short or 

non-existent as no two fingerprints are indistinguishable. The confirmation framework 

notwithstanding, includes a contribution of question fingerprints with asserted characters, to be 

coordinated against as of now put away IDs (name and unique mark) inside a database to prove 

consistency. The framework at that point yields an outcome which can be either an agreed or a 

negative message. The main part of research that has concentrated on unique finger impression 

confirmation, has in any case, disregarded the rotational issues that emerge with fingerprints coming 

about to erroneous introduction distinguishing proof. This is on account of it is expected and 

intermittently wrongly, that the heading of the unique mark will line up with the put away unique 

finger impression picture. This solitary issue postures pressure in unique finger impression 

coordinating, which just a unimportant number in the writing have considered. As PCs and cell 

phones embrace unique mark acknowledgment as an approach to verify client, this evident strain 

acquires prominence, turning into a vital research region which must be tended to.  

A. Our Commitment  

Reacting to this rotational issue, this paper proposes a novel example coordinating system 

that provides food for introduction contrasts in fingerprints. Regardless of a plenty of unique mark 

coordinating calculations, there is still opportunity to get better . Our proposed arrangement will 

utilize A Novel Example Coordinating. 
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Approach for Unique finger impression based Confirmation proposed by
1
, by executing a 

pre-coordinating stage called the introduction ID stage and afterward coordinate the unique mark 

picture with put away pictures utilizing an effective, blunder tolerant, design coordinating 

calculation. The unique finger impression is blocked with a progression of sweep circles and the 

details data is determined. This data will then be converted into a string. This unique finger 

impression string data is presently coordinated against a database
4
 of put away pictures utilizing 

surmised string coordinating methods. With this approach, recognizable proof of fingerprints should 

be possible in direct time, regarding the aggregate length of all strings to be sought. 

B. Road Map  

The association of whatever remains of this paper is as per the following. In Segment II, we 

introduce some foundation identified with ATM assaults, falsifying of ATM/smart business  cards, 

fingerprints. Area III displays an exceptionally short writing audit. We display our approach in 

Segment IV. The investigation and the outcome examination will be introduced in area V. At last, 

we quickly finish up and express the future work in VI. 

LITERATURE REVIEW 

Definition of fraudulences in ATM system 

2.1  ATM 

Scot John Shepherd -Barron invented ATM. The world’s first ATM was installed in a branch 

of Barclays in the northern London borough of Enfield, Middlesex, in 1967.Without the need of 

human teller, bank’s customer can make cash withdrawals and can check their account balance at 

any time through an electronic device ATM, it will also allow to deposit cash or cheques, and also 

money transfer among their bank accounts. Customers need to authenticate themselves by using a 

plastic card with a magnetic stripe which is known as “ATM CARD”. The customer’s account 

number and a numeric password which is known as PIN are encoded on a magnetic stripe. The 

process in ATM includes, at first the ATM prompts
5
 the user to insert the card. When the card is 

inserted, customer’s PIN is requested, as the customer inputs his or her PIN, if the card is valid then 

it is processed by the machine, and next then it prompts the user to either withdraw, transfer or 

deposit cash as per the customer’s requirement. 

The factors for the growth of ATM are that the transactions can be done anytime and more 

than one time in a day and comparatively time consumption is less to make a transaction than a teller 

in banks, which makes easy of use for people. It is much reliable as the banks work load reduces, 

transaction accuracy improves. Whereas the problems in ATM are classified accordingly based on 

the problems faced by customers who includes non-receiving cash while the account debited, by 
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wrong insertion of the ATM card. This problem is more common with new ATM users who are not 

familiar with ATM machine and also sometimes they did not receive slip of account balance. Beside 

these the money transfer problem are some time money stuck in machine at the time of transaction, 

Some time machine did not accept ATM cards, Time out problem when the customer delays for any 

step of processing. Accordingly we also had customer’s problem when the process of bank is 

change, and when cash not available. And finally the problems faced by the banks are theft money 

from ATM, burglary of ATM(including theft of entire ATM),system problem (including server 

down),system Failure(system crash or the software not work properly),Hack the banks site which 

effect whole banking system. ATM attacks are classified as, ATM physical attacks, ATM fraud as 

shown in figure 1.  

 

Figure 1: ATM attacks 

Some of the prevention measures need to be considered to prevent the fraudulences in ATM, 

such as: Wrap- up, means always cover your one hand with the other hand while keying in the PIN 

number. By protecting your PIN, criminals do not have access to your account when card 

information is compromised(this method is useful when transacting at an ATM or point of 

sale).secondly In contact: Ensure you have in contact activated on all your transactional 

accounts(credit cards, cheque cards etc.) to ensure that you always know when fraudulent activity 

takes place on your account/s. Always Stand close to the ATM and use your body as a shield and 

extra security to protect your card and PIN. Do not accept assistance, guidance or allow anyone to 

interfere with your transaction as fraudsters sometimes pose as bank officials by offering assistance 

or interfering with your transaction. Only insert the card when the ATM prompts you to do so, it not 

there is a chance for the fraudsters jam ATM’S to create confusion with customers. 

2.2 Biometrics 

Biometrics is very convenient, as they are not required to carry anything with a fear of its 

theft. No need to use human memories for the storage of passwords or PIN’s
6
 with a fear of 

forgetting them and access denied to resources will never be faced by the user. They are for the most 

part utilized for confirmation, as it gives higher security. As the innovation is becoming quickly, yet 
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in the meantime security splits and fakes in exchanges are likewise expanding world over. For safe 

and secure future, all agencies that are in need of security and safety have to adopt biometrics. 

Figure 2 shows the types of biometrics where in characterized into behavioural and physiological. 

They are reliable and robust, as the biometric identifier is technically more robust than ID 

(Identification) cards, iris
3
, signature, PIN numbers, passwords,, etc. and they cannot be stolen, 

spied, delegated, proxyed, misplaced and therefore cannot be misused. Especially they are easy to 

maintain and it eliminates the gap for remembering the multiple passwords. 

 

Figure 2: Types of Biometrics (behavioural and physiological) 

Based on his or her physiological or behavioural characteristics biometrics refers to the 

Automatic identification of a person. It operates in two modes 

a. Identification (1: N): In endeavour to recognize an obscure individual it is a one-to-numerous 

correlation of the caught biometric against a biometric database confirmation. 

Verification (1:1): In endeavour to recognize an obscure individual it is a coordinated 

correlation of a caught biometric with a put away format to check that the individual is who he 

claims to be. 

2.3 Types of Smart cards 

A. ATM card  

Since we've secured the rudiments, how about we plunge into the bare essential of each card 

sort. Utilize these connections to hop ahead to a particular card, or continue looking to peruse about 

every one of the three. This sounds like an easy decision, however it truly is imperative to 

understand that this sort of card has just a single, certain reason. It's utilized to take out money, and 

nothing more. Since the ATM card needs to get to money, it's fixing straightforwardly to the 

checking or investment account at your managing an account organization. On the off chance that 

you don't have an ATM card yet, it's astute to request one. There's no real way to "skim" assets with 

this sort of card. Cash is charged progressively the minute you get to the money.  

B. Debit cards or  Platinum cards:  

Can Be Utilized Anyplace, However Require a Store, You can appreciate the comfort of 

paying with a Master Card 
6,7

regardless of the possibility that you don't approach a real credit 
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extension like with a Master Card, by utilizing a charge card. Here are some essential actualities to 

think about check cards. You'll require your Stick (Customized Distinguishing proof Number) to 

finish your buy. This is normally a 4-digit code that you need to make a point to retain, and 

absolutely never compose it anyplace on your plastic. Platinum cards are fixing to financial records, 

and you'll see your assets deducted instantly after making the purchase. If you don't have enough 

trade out your record to cover your buy, one of two things may happen. Contingent upon what 

approval you've given your bank, you might be affirmed for a buy to experience, which will be liable 

to the bank's attentiveness and overdraft expenses. On the off chance that you don't have approval 

for these buys to be endorsed, anticipate that the clerk will tell you that your card has been declined. 

Another alternative is to interface your card to a financial records that has an investment account for 

overdraft assurance. This may at present outcome in charges, yet will ensure buys experience, as 

long as there's sufficient in your investment account to move over. Sometimes, retailers will even 

enable you to request money back over your buy sum. Check with your bank before doing this, in 

any case, as some charge extra expenses or will even order the buy as an ATM exchange (bringing 

about much more fees)Though you can run your platinum card as credit, you are as yet utilizing your 

own particular cash to pay for the buy, not at all like a Master Card where you're utilizing the bank-

issued credit extension, which we'll help clarify in the third key distinction.  

C. Credit card or visas: Can Be Utilized Anyplace, And Resemble Credits  

While credit or  Visas cards  seem especially like charge cards and ATM cards, they have an 

altogether different effect on your base line. Credit cards, not at all like most charge or ATM cards, 

are the same as applying for a line of credit and require a bank or loaning foundation to survey an 

application and support you for reliability. On the off chance that you would experience considerable 

difficulties getting an advance, you will be unable to get a credit card. Just the demonstration of 

applying for a Master Card can influence your credit. At the point when the money related 

organization pulls your credit report, your score can take a little, brief hit. Excessively numerous 

applications can have an essentially negative result for your credit history. Having the correct card, 

nonetheless, can set you up with the chance to make instalments on time, increment your cut off 

points, and show reliability. These will raise your score and make you qualified for significantly 

greater and better card offers. There are included purchaser securities that Visa holders may meet all 

requirements for, including maintenance agreements and travel protection. They additionally offer 

the best security against extortion, and you will observe Master Card organizations to be extremely 

useful in the event that you ever need to question a charge in view of flawed or unsuitable 

administration or item execution. While a few banks are beginning to offer little money back prizes 

for charge card utilization, Master Card’s are still for the most part in charge of the best livens and 
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offers. Money back, preferred customer credits, lodging stays, and enormous rebates can be given 

for dependable buys and on-time instalments. Having plastic in your wallet is just about a need 

nowadays. In addition to the fact that it is advantageous to have the capacity to swipe or tap to make 

an instalment for your ordinary buys, yet a few retailers require it. Before you procure your next bit 

of plastic, it's essential to realize that not all card sorts are made similarly. Underneath we'll plunge 

all the more profoundly into the contrasts between ATM, charge, and Visas yet to start with, here's a 

brisk take a gander at the rudiments as shown in table 1 

Table 1   Features of ATM /Smart cards 

Features ATM card Debit card Credit card 

Assets associated with 

bank account 

Yes Yes No 

Utilize anyplace cards are 

accepted 

No Yes Yes 

Get a bill and pay later No No Yes 

Charges Interest No No Yes 

Influences Credit score No No Yes 

Best place to obtain Ask your  bank Ask your  bank Ask your  bank 

 

2.4 Advantages of Nanotechnology in Money related Security  

i. impossible to imitate at a reasonable rate  

ii. small, sheltered, secure  

iii. wireless scanners have no impact on nano unique mark innovation  

iv. no outward appearance change in card  

v. no bring up in cost of operation  

vi. safe to use in different nations  

vii. transferable innovation  

A Nanotechnology independent scanner fits inside a charge card, and includes genuinely 

necessary and needed money related security to cardholders all over the place. The advantages are 

past what we can envision until the point that we physically set this innovation in motion. The cost is 

correct and the need is awesome for such safety efforts to be taken. In a general public where 

innovation is the best, this component of security assumes a noteworthy part in influencing the 

individuals who to have it, feel safe.  

Not exclusively will this spare the banks who utilize it around the globe, a great many dollars 

yet the buyers who utilize it will be shielded from something beyond money related misfortune. 

They will likewise be shielded from data fraud, that can run lives. The keen metric framework that 

will be utilized as a part of these sort of cards, will be usable by over 90% of the universes ATM 

machines without rolling out any improvements. 
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OUR APPROACH: PROBLEM STATEMENT 

A. To focus on the possible trickery organizations in ATM. 

B. To study the present fraudulences courses of action and to find openings in the present 

organizations. 

C. To propose the response for avoiding the openings. 

Standard technique for recognizing verification in perspective of responsibility for cards or 

first class data like an administration inability number or a watchword are not all together strong. ID 

cards can be lost, disregard or lost: passwords can be neglected or contained, yet ones biometric is 

obviously connected with its proprietor. It can't be gained, stolen or easily disregard Automatic teller 

machines have transformed into a full developed advancement which gives money related 

organizations to an extending segment of the people in various countries. Biometrics, and 

particularly one of a kind finger impression separating, keeps on getting affirmation as a tried and 

true sort of securing access through unmistakable evidence
4
 and check shapes. In This proposition 

recognizes an irregular state display for the change of existing ATM systems using both security 

traditions as PIN and biometric exceptional stamp and iris approach. We have had the ability to 

develop a multimodal instrument as a biometric measure to enhance the security segments of the 

ATM for convincing dealing with a record trade for Indian sparing cash system. 

The model of the made application has been found promising on the record of its affectability 

to the affirmation of the customers, multimodal biometric (blend of one of a kind stamp, iris) as 

contained in the database .This structure when totally passed on will perceptibly lessen the rate of 

tricky activities on the ATM machines to such a degree, to the point that select the enlisted 

proprietor of a card access to the financial balance. In most of the current multimodal biometric 

methodology, one and just change is used. Thus to it is transforming into an unprecedented 

inconvenience in light of the fact that the photo weight standard is capacity (or change) specific. As 

opposed to using one and just change, the proposition researches of using cross breed change. The 

examination results are to a great degree consoling. 

New Biometric Charge card Innovation Is a Vital Progress in Extortion Counteractive action 

This paper proposes yet another example coordinating based approach for quick and precise 

acknowledgment of fingerprints. A prominent test in unique finger impression coordinating is that 

the turn of the unique mark is thought to be in a state of harmony with the put away picture; in this 

paper we have handled this issue. Inside your charge card is the littlest unique finger impression 

scanner and peruse on the planet. Fueled by an inward battery as thin as tissue paper the Brilliant 

Metric Biometric Unique finger impression Card will just work when the card outputs and peruses 

the card proprietor's unique finger impression. This outcomes for the approved individual will turn 
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into the key for which Just the individual approved to utilize the card can turn it on , .the block 

diagram, for fingerprint recognition is shown in figure 3 .  

 

Figure 3: Block diagram of fingerprint recogntion 

Instead of social event data about edge endings and bifurcations from each unique mark, the 

proposed calculation extricates particulars data in type of round strings. From that point, the 

Estimated Round String Coordinating by means of Separating or the Approximate Circular String 

Dictionary matching via Filtering (ACSDF) calculation
5
 is connected to the roundabout strings, to 

discover all events of the turns of an example of length m in a content of length n , where n is the 

link of all string portrayals of the fingerprints in the database, and m is the string portrayal of the 

unique mark to distinguish. It takes after that many-sided quality of this approach is O(n). The 

arrangement proposed in  is separated into two principle stages:  

Stage 1. Introduction Distinguishing proof or identification. 

Stage 2. Confirmation and Coordinating  or authentications 

The novel component of this paper is the way toward utilizing a progression of circles to 

change details data into string data comprising of 1s, and afterward utilizing the surmised 

roundabout string coordinating calculation to distinguish the introduction. This strategy has 

enhanced the execution and exactness of the unique mark confirmation framework. Despite the fact 

that our coordinating calculation delivers about exact outcomes at rapid, actualizing the postfix tree 

procedure to this approach will enhance the exactness and speed for huge volume information.  

THE EXAMINATION & CONCLUSION 

The proposed approach Can be produced in Malta or ANSI C/C++ utilizing the outer library 

Open CV (unreservedly accessible for scholarly use, under the BSD permit, at http://opencv.org) for 

standard picture preparing. Distinctive sources of info have been tried by running the unique finger 

impression for validation a few times against the Unique finger impression Exceptional Database of 
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the National Foundation of Benchmarks (NIST) . Every single outer source are sans open for 

scholarly purposes under (BSD permit)
8
. The trial can be tried with highly contrasting Tiff images. 

Mated picture alludes to the information picture whether it is identified with the analyzed picture or 

not, No. of confuse permitted is the resistance limit under which the info unique mark is to be 

considered as competitor coordinate relating to the arrangement of round strings, , Max span, is the 

sweep for the greatest hover by pixels that can be filtered per picture, Range remove, is the quantity 

of interim in pixels between each circle focus point. Elapsed time to get checks is the time in 

seconds to get the aggregate roundabout outputs per picture. Number of matches are the quantity of 

competitor coordinates subsequent to applying the ACDMF calculation. At last, Revolution in pixels 

is the pivot to be connected on the information unique finger impression picture in pixels. The table 

speaks to the execution investigation of prior, present and future security angles for the ATM/shrewd 

cards. Specifically, the table demonstrates that an opportunity to get examines for each picture is not 

as much as a moment. Basically, it shows that expanding the quantity of permitted bungle will bring 

about expanding the quantity of coordinated hopefuls returned by ACDMF. The principle preferred 

standpoint of this approach is paying little respect to the unique finger impression turn degree, as 

shown in table 2 the results represent the exactness of the outcome won't be influenced. 

Table 2:Performance analysis of the ATM cards with nanotechnology. 

Aspects of security Earlier Present Future 

PIN       

EMV Chip       

Fingerprint biometrics       

Old coordinating strategies and even those are as yet being utilized, have tedious techniques 

with no regard of equipment confinements while the techniques in view of unique mark edge bearing 

example like the proposed one, take care of this issue. There is a need of requirement to  just match 

against one unique finger impression from the database (i.e., the finger impression combined with 

the ID). To deal with the other mode (distinguishing proof mode), we have to coordinate the 

question unique finger impression against a rundown of fingerprints in the database. This should be 

possible utilizing an Inexact Round Lexicon Coordinating by means of Separating calculation 

(ACDMF)
9
. We discard the subtle elements here because of space limitations. Another critical 

advantage of proposed strategy over other unique finger impression coordinating methods is that 

finger impression coordinating for ATM/keen cards to upgrade the security. In the event that you 

evacuate that num-cushion based Stick section from the scene, nobody on the planet would get it 

together about your plastic Stick, aside from your bank. This execution would likewise make card 

installments at eateries or shopping centers significantly more secure. Better options need to be 

identified on Choosing the next charge card organization, bank, money related foundation admirably 
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and look to the future, the not so distant future, for assurance like never thought conceivable. 

Nanotechnology and the way we carry on with our life are meeting up in ways that make life less 

demanding, more secure and significantly more reasonable. 
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