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ABSTRACT:  

The Internet of Things (IOT), likewise called the Internet of Everything or the Industrial Internet, 

is another innovation worldview imagined issues as a worldwide organization of machines and gadgets 

equipped for communicating with one another. "This offers the ability to measure, find and understand 

natural markers, from touchy ecologies and basic resources for metropolitan conditions. Accordingly, a 

gigantic measure of information are being created, put away, and that information is being prepared into 

valuable activities that can "order and control" the things to make our carries on with a lot simpler and 

more secure—and to lessen our effect on the climate. Web of Things (IOT), likewise called the snare of 

the Industrial Internet, might be another innovation worldview imagined as an overall organization of 

machines and gadgets fit for interfacing with each other. We plot security prerequisites for IOT 

alongside side the common assaults, dangers, and cutting edge arrangements. In this paper we will 

examined about what are the difficulties in Iot, Advantage and Disadvantage in Iot. 
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I. INTRODUCTION 

 The Internet of Things (IOT) refers to the use of intelligently connected devices and systems to 

leverage data gathered by embed sensors and actuators in machines and other physical objects. In the 

Internet of Things (IOT),many of the objects that surround us will be on the network in one form or 

another. With the growing presence of wifi and 4G-LTE Wireless Internet access, the evolution toward 

ubiquitous information and communication networks is evident. The era of smart technologies which 

represents an―Ubiquitous Computing‖ or ―Web 0.3‖. Internet of Things(IOT) has emerged strongly as 

more prosperous area to express this kind of a new technology. The definition of IOT varies based on 

who can be defined as a dynamic global network infrastructure with self-configuration and interoperable 

communication. The IOT is a intelligently connected devices and systems which comprised of smart 

machines interacting and communicating with other machines, environments, objects and infrastructures 

and the Radio Frequency Identification (RFID) and sensor network technologies will rise to meet this 

new challenge. At the expense of accuracy, it is sufficient to collect the basic information of the heart. 

The essential idea of the Internet of Things(IOT) has been around for nearly two decades, and has 

attracted many researches and industries because of its great estimated impact in improving our daily 

lives and society. The generation of enormous amounts of data which have to be stored, processed and 

presented in a seamless, efficient, and easily interpretable form. The data collected through these devices 

may be processed in real-time to improve efficiency of the entire system. The IOT is a intelligently 

connected devices a systems which comprised of smart machines interacting and communicating with 

other machines, environments, objects and infrastructures and the Radio Frequency Identification 

(RFID) and sensor network technologies will rise to satisfy this new challenge. As a result, a enormous 

amount of data are being generated, stored, and that data is being processed into useful actions which 

will ―command and control‖ the items to make our lives much easier and safer—and to reduce our 

impact on the environment. The information is shared across platforms in order to develop a common 

operating picture (COP) the IOT environment possesses a large spectrum of challenges has a broad 

impact on their performance, which can be divided into two categories, namely, 1) General challenges: 

such as communication, heterogeneity, virtualization and security; and 2) Unique challenges: such as 

wireless sensor network (WSN), Radio Frequency Identification (RFID), and finally Quality of service 

(QOS) that is considered as a common factor between both general and special challenges. In addition, 

this paper highlights the main applications of the IOT. 
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II. LITERATURE REVIEW 

 In literature 
1
 the IoT refers as intelligently connected devices and systems to gathered data from 

embedded sensors and actuators and other physical objects. IoT is expected to spread rapidly in coming 

years a new dimension of services that improve the quality of life of consumers and productivity of 

enterprises, unlocking an opportunity. Now this time Mobile networks already deliver connectivity to a 

broad range of devices, which can enable the development of new services and applications. This new 

wave of connectivity is going beyond tablets and laptops; to connected cars and buildings; smart meters 

and traffic control; with the prospect of intelligently connecting almost anything and anyone. This is 

what the GSMA refers to as the ―Connected Life‖.  

 The author in 
2
 describes the concept of sensor networks which has been made viable by the 

convergence of microelectro-mechanical systems technology, wireless communications. Firstly the 

sensor networks applications and sensing task are explored, and according to that the review factors 

influencing the design of sensor network is provided. Then the algorithms and protocols developed for 

each layer and the communication architecture for sensor networks is outlined.  

 The authors in 
3
 developed an Electronic Information Desk System. Here they are using SMS 

based approach but different way. The system is designed to work independently without the need of 

any human operator and when a student or employee needs any information, they will need to send an 

SMS to this system which will respond with the information required by user. Many technical 

communities are vigorously pursuing research topics that contribute to the IOT. 

 In 
4
 the purpose of research is to understand the feasibility of IoT in bus transportation system in 

Singapore. The Singapore, which is technically very advanced but still has scop of advancement in their 

transportation system. the made a system by the using the IOT for the consumer to understand and 

evaluate different bus options in an efficient manner. Secondary research was used to predict arrival 

timings of buses as well as the crowd inside each bus. 

 The literature
5
 presents a three layered network construction of Internet of Things (IOT) 

communication method for high-voltage transmission line which involves the wireless self-organized 

sensor network (WSN), optical fiber composite overhead ground wire (OPGW), general packet radio 

service (GPRS) and the Beidou (COMPASS) navigation satellite system (CNSS). The function of each 

layer of network, application deployment and management of energy consumption are studied. The 

method can meet the needs of interconnection between the monitoring center and terminals, reduce the 

terminals‟ GPRS and CNSS configuration and OPGW optical access points, and ensure the on-line 
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monitoring data transmission real-time and reliable under the situation of remote region, extreme 

weather and other environmental conditions. 

 

III. CHALLENGES IN IOT 

 In this part, the paper examines the majority of well known difficulties or general difficulties of 

the IoT climate; it likewise shows the ongoing examination headings for every subject. 

1. Networking: Generally, the Networking issue has an incredible significance in the Internet in 

view of it incorporates a portion of the significant components which uses to oversee networks. 

Most importantly, traffic and conventions that significantly affect the conduct of the 

organization, these focuses are referenced in D. Giusto et al
6
. Looked to manage organizing 

difficulties through versatile Ad-Hoc Network. The creators have utilized portable impromptu 

organizations (MANET) interconnected to fixed organizations by various passage. In IoT, can't 

be anticipated where the article moved, and the item might be expected to communicate from 

organization to another. The most concerning issue is in unique entryways change and the 

trouble of identifying the area of things. The MANET comprises of various self-coordinated 

portable hubs or items and it considered as an approach to keep up an association, also Multi-

homed impromptu is viewed as an expansion to the current foundation in IoT. 

2. Fragmentation: The IoT world comprises of thousands of gadgets from the same number of 

brands and designers. Every one is intended to chip away at an exclusive environment, with 

discrete portable applications, devices and doors to help them. The fracture is amazing, and it's 

something that could really keep down the mechanical world. It could demonstrate unfortunate in 

specific ventures, similar to the clinical area, where it's important to have unmistakably 

characterized and super dependable arrangements set up. 

3. Big Data: Big Data is another articulation to portray enormous information whether structure 

or unstructured, which is hard to manage customary information base strategies and 

programming procedures. Essentially, Big Data characterized as an enormous volume of 

information .Dataset considered as a Big Data when it meets 4 V'svalue, volume, speed, and 

assortment. Large Data pulls in very nearly another modern field, for example, online informal 

organizations (Twitter, Facebook, and Instagram); the assortment of information through the 

interpersonal organization is immense, for instance twitter in 2010 creating up 120 terabytes of 
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information of the day IoT is considered as a genuine case of Big Data as the measure of 

information which was gathered from conveying sensors through IoT climate was huge and 

heterogeneous. The coupling among IoT and Big Data was solid  In  Chang Liu et al. looked to 

present a product design tended to genuine dependent on the extraction from the 

SMARTCAMPUS venture, this engineering upheld the idea of Big Data into the IoT climate to 

manage information gathered from sensors. This class of engineering handled some of 

difficulties, for example, information stockpiling, staying away from prepared bottlenecks and 

high throughput.  

4. Cloud Computing: Distributed computing and IoT are the most famous guide to speak to the 

universal figuring field; however IoT isn't well known like Cloud Computing, both utilize the 

appropriated processing idea. Distributed computing is an approach to get to enormous measure 

of computational assets and supports countless clients in a dependable and decentralized way; it's 

additionally give programming efficiently. Distributed computing comprises of the three 

principle layers are: Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Service 

as a Service (SaaS) every one give huge highlights through the cloud server farm. 

5. Compatibility: New rushes of innovation regularly highlight a huge stable of contenders 

moving for piece of the pie, and IoT is positively no special case. This can be uplifting news, 

since rivalry makes expanded decisions for shoppers, yet it can likewise make disappointing 

similarity issues. Home work networks are one territory where similarity inconvenience is 

approaching. Bluetooth has for some time been the similarity standard for IoT gadgets. Indeed, it 

was named after an old ruler, Harald Bluetooth, known for bringing together fighting clans. In 

any case, with regards to home mechanization utilizing network organizing, a few contenders 

have jumped up to challenge Bluetooth's work network contributions, including conventions, for 

example, Zigbee and Z-Wave. It very well may be a long time before the market settles enough 

to crown a solitary general norm for home IoT. Proceeded with similarity for IoT gadgets 

additionally relies on clients keeping their gadgets refreshed and fixed, which, as we've recently 

examined, can be quite troublesome. At the point when IoT gadgets that need to converse with 

one another are running distinctive programming renditions, a wide range of execution issues 

and security weaknesses can result. That is a major piece of why it's imperative to the point that 

IoT shoppers keep their gadgets fixed and cutting-edge. 
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IV. APPLICATIONS OF IOT 

1. Wearable: Virtual glasses, fitness bands to monitor for example calorie expenditure and heart 

beats, or GPS tracking belts, are just some examples of wearable devices that we have been 

using for some time now. Organizations, for example, Google, Apple, Samsung and others have 

created and presented the Internet of Things and the application thereof into our day by day 

lives. These are little and energy productive gadgets, which are outfitted with sensors, with the 

essential equipment for estimations and readings, and with programming to gather and 

coordinate information and data about clients. 

2. Health: The use of wearable or sensors connected to patients, allows doctors to monitor a 

patient's condition outside the hospital and in real-time. Another use is the integration of IOT 

technology into hospital beds, giving way to smart beds, equipped with special sensors to 

observe vital signs, blood pressure, and body temperature, among others.  

3. Traffic Monitoring: The Internet of things can be helpful in the administration of vehicular 

traffic in huge urban communities, adding to the idea of shrewd urban areas. Right when we use 

our phones as sensors, which accumulate and offer data from our vehicles through applications, 

for instance, Waze or Google Maps, we are using the Internet of Things to teach us and at the 

same time add to traffic noticing, demonstrating the conditions of the different courses, and 

dealing with and improving the information on the different courses to a comparable target, 

partition, surveyed period of appearance. 

4. Fleet Management: The installation of sensors in fleet vehicles helps to establish an 

effective interconnectivity between the vehicles and their managers as well as between the 

vehicles and their drivers. The use of the Internet of Things to armada the board helps with 

geolocation (and with it the observing of courses and ID of the most productive courses), 

execution examination, telemetry control and fuel reserve funds , the decrease of contaminating 

outflows to the climate and can even give important data to improve the driving of vehicles. 

5. Agriculture: Smart homesteads are a reality. The nature of soil is significant to deliver great 

yields, and the Internet of Things offers ranchers the likelihood to get to itemized information 

and important data of their dirt condition. Through the usage of IoT sensors, a lot of information 

can be acquired on the state and phases of the dirt. Data, for example, soil sogginess, level of 

causticity, the presence of explicit enhancements, temperature and various other compound 
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credits, helps farmers with controlling water framework, cause water to use more viable, decide 

the best events to start planting, and even discover the presence of diseases in plants and soil. 

6. Hospitality: The use of the IOT to the lodging business carries with it intriguing upgrades 

with regards to the nature of the administration. With the execution of electronic keys, which are 

sent legitimately to the cell phones of every visitor, it is conceivable to mechanize different 

collaborations. Consequently, the area of the visitors, the sending of offers or data on exercises 

of revenue, the acknowledgment of requests to the room or room administration , the 

programmed charge of records to the room or the solicitation of individual cleanliness supplies, 

are exercises that can be effectively overseen through incorporated applications utilizing the 

Internet of Things innovation. With the usage of electronic keys, the enlistment cycle is 

motorized, crippling the movement of passages, offering information about the room rapidly 

open, and regardless, consigning housekeeping tasks to help workforce. 

7. Smart Grid And Energy Saving: The reformist utilization of smart energy meters, or 

meters furnished with sensors, and the establishment of sensors in various key focuses that go 

from the creation plants to the diverse dissemination focuses, permits better observing and 

control of the electrical organization. By building up a bidirectional correspondence between the 

specialist organization and the end client, data of gigantic worth can be gotten for the location of 

deficiencies, dynamic and fix thereof. It additionally permits offering significant data to the end 

client about their utilization designs and about the most ideal approaches to lessen or change 

their energy use. 

8. Water Supply: A sensor, fused or changed remotely to water meters, associated with the 

Internet and joined by the fundamental programming, assists with gathering, measure and 

dissects information, which permits understanding the conduct of customers, recognizing issues 

in the flexibly administration, report results and offer approaches to the organization that offers 

the support. In like manner, it offers last purchasers the chance of following their own utilization 

data, through a website page and progressively, in any event, getting programmed alarms if 

there should arise an occurrence of recognizing utilization out of reach to their normal 

utilization record, which could demonstrate the presence of a hole. 

9. Maintenance: One of the territories where the utilization of IOT innovation is most broad is 

accurately upkeep the board. Through the blend of sensors and programming represented 



Revathi R., IJSRR 2023, 12(3), 93-104 

IJSRR, 12(3) July – Sept., 2023  Page 100 

considerable authority in CMMS/EAM upkeep the executives, a multifunctional instrument is 

gotten whose utilization can be applied to a variety of controls and practices, to expand the 

valuable existence of actual resources, while ensuring resource unwavering quality and 

accessibility. At the point when the attributes of the product accountable for handling and 

masterminding the information gathered by the sensors are intended to explicitly address the 

support the executives needs of actual resources, their application is practically boundless. The 

constant observing of actual resources permits deciding when estimation is out of reach and it is 

important to perform condition-based upkeep (CBM), or in any event, applying Artificial 

Intelligence (AI) calculations, for example, Machine Learning or Deep Learning to anticipate 

the disappointment before it occurs. 

V. ADVANATGES OF IOT 

1. Money: The money related angle is the best bit of leeway. This innovation could supplant 

people who are accountable for checking and looking after provisions. Ideal use of energy and 

assets can be accomplished by embracing this innovation and holding the gadgets under 

observation. We can be cautioned in the event of potential bottlenecks, breakdowns, and harms 

to the framework. Henceforth, we can set aside cash by utilizing this innovation. . Permitting the 

information to be imparted and shared among gadgets and afterward making an interpretation of 

it into our necessary way, it makes our frameworks effective. 

2. Efficient Resource Utilization: In the event that we know the usefulness and the way that 

how every gadget work we unquestionably increment the effective asset usage just as screen 

normal assets. 

3. Data: The more the data, the simpler it is to settle on the correct choice. Recognizing what to 

get from the basic food item while you are out, without minding your own, spares time as well 

as is helpful also.  

4. Tracking: The PCs keep a track both on the quality and the practicality of things at home. 

Realizing the termination date of items before one devours them improves security and personal 

satisfaction. Additionally, you will never run out of anything when you need it finally.  

5. Automation And Control: Due to actual items getting associated and controlled carefully 

and halfway with remote framework, there is a lot of mechanization and control in the 
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operations. Without human mediation, the machines can speak with one another prompting 

quicker and ideal yield. 

6. Better Quality of Life: All the uses of this innovation finish in expanded solace, comfort, 

and better administration, consequently improving the personal satisfaction. 

7. Communication: IoT supports the correspondence between gadgets, likewise broadly 

known as Machine-to-Machine (M2M) correspondence. Along these lines, the actual gadgets 

can remain associated and subsequently the complete straightforwardness is accessible with 

lesser shortcomings and more prominent quality. 

VI. DISADVANTAGES OF IOT 

1. Privacy & Security: Privacy may be a big issue with IOT. Security device that a private uses 

is connected via the web . This increases the danger of any leakage of knowledge which may be 

important. this is often a serious drawback of sharing information, as tip won't be safe & might 

be hacked by third parties easily. 

2. Complexity: A various network that connects various devices is what we call IOT. one 

loophole can affect the whole system. this is often far and away the foremost complicated aspect 

of the web of things which will have an incredible effect. 

3. Safety: Safety may be a chance that the software are often hacked and your personal 

information misused. the chances are endless. the necessity for human labour will reduce 

drastically. this may have an immediate impact on employability. there'll be a clear decline 

within the hiring process of execs . 

4. Compatibility: there's no international standard of compatibility for the tagging and 

monitoring equipment. The manufacturing companies of those equipment just got to comply 

with a typical , like Bluetooth, USB, etc. this is often nothing new or innovative needed. 

5. Lesser Employment of Menial Staff: The unskilled workers and helpers may find 

yourself losing their jobs within the effect of automation of daily activities. this will cause 

unemployment issues within the society. this is often a drag with the arrival of any technology 

and may be overcome with education. 

6. Home Automation: The IOT are often wont to remotely control and program the appliances 

in your home. It are often useful in detecting and avoiding thefts. 
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7. Industrial Automation: We will automate manufacturing processes remotely. It also can 

prove useful in optimizing the assembly processes. It can diagnose if the machines require repair 

and maintenance and it can monitor the emission of toxic gases to avoid damage to worker’s 

health and therefore the environment. 

VII. FUTURE TOPICS IN IOT 

Research 

Directions 

Information Open directions 

 

Discovery / 

Identification. 

The capacity to make a standard tending to plans 

more productive and solid, furthermore, it must 

be given assembly of IP and RFID. 

 Mapping advanced and 

genuine. 

 Device revelation. 

 Semantic search. 

 Universalauthentications 

system. 

 

Design / 

Architecture 

The IoT design utilizes an open 

engineering way to deal with boost 

interoperability and handle the 

heterogeneity. 

 Cloud registering. 

 Ad-Hoc networks. 

 Adaptive and setting 

mindful design. 

 

Networking 

The Networking issue incorporates both 

directing and correspondence conventions. it 

looks to improve the presentation of organization 

through clog the board and traffic. 

 Ad-Hocnetworks,Hyper 

organizing. 

 Self-arrangement. 

 Virtualization technology 

(area straightforwardness). 

 Self-association 

organizations. 

 

Standardization 

The point of normalization issue is the capacity 

to make a standard interface or standard system 

to accomplish most elevated level of 

interoperability between devices. 

 IoT normalization. 

 Cloud registering. 

 Semantic web. 

 Semanticinteroperability.. 

 

Energy 

Consumption 

Normally, the effective of sensors depend on the 

lifetime of battery. As of late, the miniature force 

innovation used to address this issue. 

 Semantic interoperability. 

 Micro battery innovations. 

 Energy reaping. 

 

Security 

The point of security is shielding information 

from unapproved clients. For the most part, the 

security issue contains three levels are: secrecy, 

trust, integrity. 

 Security for distributed 

computing. 

 Security for semantic web. 

 Improvingencryption 

strategies. 

 Privacy approaches and trust. 
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VIII. CONCLUSION 

 The proliferation of devices with communicating actuating capabilities is made possible through 

access of rich new information sources. The evolution of the next generation mobile system will 

depend on the creativity of the users in designing new applications. IOT is an ideal emerging 

technology to influence this domain by providing new evolving data and the required 

computational resources for creating revolutionary apps. The consolidation of international 

initiatives is quite clearly accelerating progress towards an IOT, providing an overarching view 

for the integration and functional elements that can deliver an operational IOT. Today IOT 

devices are insecure and incapable of defending themselves. This is due to mainly the 

constrained resources in IOT devices, immature standards, and the absence of secure hardware 

and software design, development, and deployment. The IOT promises to deliver a step change 

in individuals’ quality of life and enterprises’ productivity. Connecting those smart devices 

(nodes) to the web has also started happening, although at a slower rate. IOT is a one the main 

techniques that is used to express the ubiquitous computing approach, but it still not popular like 

the cloud computing technology. The main idea to design the IOT structure that relies on the 

integration between three dimensions are: information items, independent network and 

intelligent applications. We  have already seen the wide application of internet of things. This 

paper outlines and identifies future research community order of  IOT applications to provide the 

IOT security solutions. 
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